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Senior Manager Skills Certification, Western Europe
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The Voice of the World’s IT Industry and over 2 million IT Professionals

✓ Higher Salaries
✓ Growing Demand
✓ Verified Strengths
✓ Universal Skills

“Three of the ‘Top 10 
Certifications That Help IT 

Workers Get Jobs’ are 
CompTIA certifications.”*

CERTIFICATIONS

Largest Provider of 
Vendor-Neutral IT 

Certifications

A non-profit trade association with 

more than 7,000 members and 

business partners. Our members 

drive our programs through their 

participation in CompTIA 

communities, research studies, 

events, sharing of best practices 

and more. 

ASSOCIATION

7000+ IT Channel 
Providers & Partners

A 501(c)(3) charitable organization 

that creates on-ramps for 

successful IT careers, serving 

individuals who are 

underrepresented in IT and lacking 

in opportunities to be successful in 

IT, including veterans, youth, and 

the unemployed.

PHILANTHROPY

Creating IT Futures

* Source: The Dice Report, February 2012



Worldwide Leading Provider of Vendor-Neutral IT 
Certifications

Created by Industry for Industry
• Relevant
• Regularly updated
• Internationally Recognised

Job Role Led

• Span entry level roles – to help entrants to the their first 
job – through to more advanced roles

Vendor Neutral / Inclusive

• Independent of any particular technology, product or 
platform

• Reflect the diverse technologies deployed in today’s 
organisation



COGEnT

Overview:

A consortium of 4 leading universities (Cambridge, Oxford, Glasgow and 
Edinburgh) championing the T-Shaped worker among technical staff within their 
institutions. Collaboration has been consistent with all X4 Uni’s and CompTIA

Result – gives each University particularly those linked to APUC SUPC easy access to 
training materials and Academic discounts – 80% COURSEWARE / 50% EXAMS 
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Working in the Cloud –
Perceptions from CompTIA

23 February, 2021COGEnT
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James Stanger, PhD
Chief Technology Evangelist - CompTIA
A+, Network+, Security+, MCSE, LPI LPIC 1, Symantec STA

Award-winning author and educator. Responsible for 
working with IT pros, hiring managers, and helping shape 
CompTIA educational standards to close the skills gap. I also 
help students worldwide. I have experience in:

• Cloud security
• Security analytics and monitoring
• Pen testing, red teaming
• Emerging technology (e.g., blockchain, AI & ML)
• Linux and open source
• Threat hunting
• Network administration
• Web technologies
• Certification development
• Award-winning author and instructor

LinkedIn:
https://www.linkedin.com/in/jamesstanger

CompTIA blog page: 
https://tinyurl.com/y6pdw72g

Your presenter

Twitter: 
@jamesstanger
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Agenda

▪ The “cloud landscape” – Trends in the cloud 

▪ Overview of Cloud Essentials

▪ Cloud+ updates

▪ The CompTIA IT roadmap

▪ Q & A

Let’s discuss trends we’re finding in regards to the cloud, as well as CompTIA’s Cloud+ and Cloud Essentials training and certification programs.



The “cloud 
landscape” –
Trends 
we’re 
seeing 
in the cloud
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Emerging tech categories driving growth through 2023

The above revenue drivers are also the building blocks of modern IT
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• The IT pro sees
that AI, IoT, and 5G
are extremely
important

• Why?

• Improves 
our computing
environment

• Customer
experience

The technology that makes business move forward (business perspective)

https://www.comptia.org/blog/the-four-pillars-of-an-it-framework

https://www.comptia.org/blog/the-four-pillars-of-an-it-framework
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• These are the  
building blocks for our 
ambient computing 
world

• They support the
4th industrial  
revolution

• Reflects today’s
hybrid environment

The IT pro’s perspective of the business Where do we get our AI and 
emerging tech? From the cloud . . .  
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Cloud expertise is hard to find

14

Source: RightScale 2017 State of the Cloud Report

▪ Lack of resources/expertise
▪ Security
▪ Managing cloud spend

Top 3 Cloud Challenges 

In January of 2021, Microsoft noted that the lack of cloud-specific skills
has slowed adoption worldwide
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• Vendor lock-in – a real 
worry

• How do you choose 
the right tool for the 
right job?

• Making informed 
choices

Multi-cloud environments



Copyright (c) 2021 CompTIA, Inc. and its Affiliates. All Rights Reserved.  |  CompTIA.org

• Deploying across two 
or more environments

• Portability

• Orchestration

• Management 

• Choosing models

• Public

• Private

Hybrid environments

X public

Y private

Bare metal
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Hybrid environments (cont’d)

Azure
AWS

Google

Private
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• No “normal”

• Cloud is king

• Tech pros now talk business

IT Industry Outlook 2021

• Zero trust – an essential skill

• Governance / regulation – in all sectors

• Diversity

URL: https://www.comptia.org/content/research/it-industry-trends-analysis

https://www.comptia.org/content/research/it-industry-trends-analysis


the “T-shaped worker”
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The T-shaped individual

• Individuals who understand

• System diversity

• Mapping business needs to tech

• How information flows from one 
system to another

• Complex, multi-vendor situations

• Teamwork is essential

• Complex reasoning

• Emotional intelligence

• Helps make strategic choices about the 
cloud



getting the most 
out of the cloud
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• Two perspectives

• Corporations 
need partners that know
“the business of tech” and “the tech of business”

Strategic IT – a major
evolution
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The cloud and the pillars of IT

• Four pillars of IT
• Cloud is in all four
• Or, they are all in 

the cloud
• Depends upon your 

perspective

Source: 
https://www.comptia.org/blog/the-four-pillars-of-an-it-
framework

https://www.comptia.org/blog/the-four-pillars-of-an-it-framework


IT today
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IT today: 
Information custodians / curators

• If possession is 9/10ths of
the law, then . . 

• IT workers possess the data

• Intellectual Property (IP)

• Personally Identifiable Information (PII)

• We need information curators

• Partners must provide “knowledge 
workers”

• But it’s really more than that
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Guardians of identity

• More than:

• Systems

• Data

• Information

• IT workers protect our modern 
identities

• The cloud is where identities will 
reside, increasingly



CompTIA IT 
roadmap
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Enter where it makes sense for you . . . 



skills we need in cloud workers
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The primary attack surface: The cloud

▪ We currently source 
many solutions from
the cloud – will will
continue to do so!

▪ Are we acting securely?

▪ In most cases, 
current practices –
what I call “cowboy IT,”
just aren’t getting 
the job done
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Organisations that use Cloud Essentials and Cloud+
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Overview of Cloud Essentials

▪ The business of the cloud

▪ The foundation for a successful 
implementation

▪ For “techies” and non-techies
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Why Cloud Essentials?

▪ Primary issues encountered by 
today’s IT managers

– Workers have difficulty mapping 
technology to business

– Lack of cross-departmental 
communication

– Workers that don’t know 
“foundations”

▪ Technical

▪ Non-technical
https://www.comptia.org/certifications/cloud-
essentials#overview

https://www.comptia.org/certifications/cloud-essentials#overview
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Why Cloud Essentials? (cont’d)

▪ Domain 
1.0 makes 
sure 
everyone 
has the 
same 
vocabulary
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Why Cloud Essentials? 

▪ Domain 
2.0

▪ Notice the 
emphasis 
on the 
“why” of 
the cloud



Copyright (c) 2021 CompTIA, Inc. and its Affiliates. All Rights Reserved.  |  CompTIA.org

Why Cloud Essentials? (cont’d)

▪ Domain 3.0
– An overview of 

operations

– Some tech – just to 
make sure everyone 
is on the same page

– Sets the stage for 
Cloud+, as well
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Why Cloud Essentials? (cont’d)

▪ Domain 
4.0 –
the value 
of security 
and 
privacy



CompTIA Cloud+
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Why Cloud+

▪ Technical emphasis

▪ Focus is on implementation

Cloud+ 002 
(live now)

Cloud+ 003 
(live, May 2021)

https://www.comptia.org/certifications/cloud#examdetails

https://www.comptia.org/certifications/cloud#examdetails


Copyright (c) 2021 CompTIA, Inc. and its Affiliates. All Rights Reserved.  |  CompTIA.org

Cloud+ 002 
(live now)

Cloud+ 003 
(live as of May 2021)
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Cloud+ details

▪ Version 2.0 (CV0-002) has been 
live since February of 2019

▪ New version – CV0-003

– May 2021

– Max. of 90 questions

– Performance-based and multiple 
choice

– 90 minutes
https://www.comptia.org/certifications/cloud#
examdetails

https://www.comptia.org/certifications/cloud#examdetails
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Cloud+ details

▪ Domain 
1.0

▪ Focus on 
practical
requireme
nts

▪ Planning
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Cloud+ details (cont’d)

▪ Domain 
2.0

▪ GRC
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Cloud+ details (cont’d)

▪ Domain 
3.0

▪ Right-
sizing

▪ Migrations



Copyright (c) 2021 CompTIA, Inc. and its Affiliates. All Rights Reserved.  |  CompTIA.org

Cloud+ details (cont’d)

▪ Domain 
4.0

▪ Monitoring

▪ Data

▪ Also, 
continuity, 
including 
backup
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Cloud+ details (cont’d)

▪ Domain 5.0

▪ Troubleshooting



securing the cloud
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Solutions that security professionals provide

▪ We surveyed IT
hiring managers
worldwide

▪ Here’s what we found
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Monitoring

▪ Data feeds + packet captures

▪ Direct feed from:

– Cloud resources

– Cloud AIM

– Hosts themselves

– “East / West” data

▪ Necessitated by:

– Cloud

– Data analytics

Packet
capture

Data feed

DiceSlice

Visualise
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Visualisation – what do you see, here?
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Visualisation – what pattern do you see, here?



summary
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The risks of shadow IT

Cloud service 
implementation

Cloud 
Architecture Right sizing

Cybersecurity

Scoping

We need workers that can handle . . .

Business 
continuity

Governance

Cloud 
management
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The Skills needed to combat today’s cybersecurity
threats (RSA)

Automated Pen Testing
(Admin Magazine)

Two sides of the same coin: Pen testing and 
security analytics

What’s hot in network certifications
(NetworkWorld)

Escaping the Cybersecurity Metrics Matrix
(CompTIA)

Private Eye: Open source tools for automated 
pen testing Admin Magazine

Thoughts about the help desk
(YouTube)

The Hunt for the Meaning of the Red team
(CompTIA)

The IT security disconnect (HP Enterprise)

A blockchain manifesto? A report from 
the RSA 2018 Blockchain Focus Group
Cloud Orchestration with Chef 
Admin Magazine

No more close shaves: Talking end 
user security

How CIOs can optimize ITSM software
(SearchCIO)

Vulnerability management: How to target 
bug bounty programs
(TechTarget)

My career change journey: The importance 
of networking

The role of the service desk in the 
cybersecurity kill chain (HDI)

How to prevent insiders from breaching 
your data (Forbes)

10 critical security skills every IT team needs
(interview, CIO Magazine)

How AI can help you stay ahead of 
cybersecurity threats (CSO Magazine)

Don’t hack me, bro! (Admin Magazine)

At the hop: Security testing with hping3
(Linux Magazine)

How Technical Debt 
Can Damage 
Business
Agility and
Competitiveness
(ITPro, UK)

The Internet of 
Things (IoT) and 
Technical Debt: Why 
It Matters
(CompTIA)

James Stanger, PhD
Twitter: @jamesstanger
Skype: stangernet

My CompTIA hub:
https://www.comptia.org/blog/listing/author/james%20stanger

Thank You!

Latest articles and blog entries: Putting AI and ML to work (CompTIA)

What is the difference between IT security and 
cybersecurity? (CompTIA)

Observations at RSA San Francisco 2020
(CompTIA)

Where the Wild 
Things Are: 
Investigating 
Browser-based Brute 
Force Attacks
October, 2020, 
Admin Magazine

Threat Modeling and 
Cyber Threat 
Intelligence (CompTIA)

Do Fuzzing Applications Really Work? (CompTIA)

Threat Intelligence Platforms 
– needed? (CompTIA)

Visualizing with the Elastic Stack 
and Zeek (CompTIA)

Moving to the Cloud: IT Infrastructure and 
Cybersecurity skills required (CompTIA)

Rust Never Sleeps: Cyber and my Vintage 
Land Cruiser (CompTIA)

The Cybersecurity Hat Trick (CompTIA)

No sleep ‘til SITS: The birth of time itself 
(CompTIA)

Cross-Layered Detection and Response 
(XDR): A Welcome New Entry in the 
Cybersecurity Alphabet Soup (CompTIA)

We’re All in this Together: Community and 
Collaboration Are Key to Cyber Success
(CompTIA)

Old Guard “Cowboy IT”
(SC Magazine)

https://www.rsaconference.com/blogs/the-skills-needed-to-combat-todays-cybersecurity-threats
http://www.admin-magazine.com/Archive/2018/45/Open-source-intelligence-tools-for-pen-testing
https://certification.comptia.org/it-career-news/post/view/2018/12/05/two-sides-of-the-same-coin-a-glimpse-into-pen-testing-and-security-analytics?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/12/05/two-sides-of-the-same-coin-a-glimpse-into-pen-testing-and-security-analytics?ht=james%20stanger
https://www.networkworld.com/article/3317565/careers/what-s-hot-in-network-certifications.html
https://certification.comptia.org/it-career-news/post/view/2018/09/17/escaping-the-cybersecurity-metrics-matrix?ht=james%20stanger
https://youtu.be/3rAi2iNldeA
https://certification.comptia.org/it-career-news/post/view/2018/07/30/the-hunt-for-the-meaning-of-the-red-team-a-lesson-from-a-fun-old-movie?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/05/02/a-blockchain-manifesto-a-report-from-the-rsa-2018-blockchain-focus-group?ht=james%20stanger
http://www.admin-magazine.com/Archive/2017/42/Make-Your-IT-Automation-Systems-Play-Together-Like-a-Symphony/(offset)/6
https://certification.comptia.org/it-career-news/post/view/2018/05/18/no-more-close-shaves-talking-end-user-security-at-the-national-conference-of-state-legislatures?ht=james%20stanger
https://searchcio.techtarget.com/tip/What-steps-can-CIOs-take-to-optimize-their-ITSM-software
https://certification.comptia.org/it-career-news/post/view/2018/03/23/my-career-change-journey-the-importance-of-networking?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2018/03/23/my-career-change-journey-the-importance-of-networking?ht=james%20stanger
https://www.cio.com/article/3228965/it-skills-training/10-critical-security-skills-every-it-team-needs.html
http://www.admin-magazine.com/Archive/2016/35/Implementing-custom-security-frameworks-with-Bro
http://www.linux-magazine.com/Issues/2009/99/Hping
https://www.itpro.co.uk/business-strategy/34273/how-technical-debt-can-damage-business-agility-and-competitiveness
https://certification.comptia.org/it-career-news/post/view/2019/08/14/the-internet-of-things-(iot)-and-technical-debt-why-it-matters?ht=james%20stanger
https://www.comptia.org/blog/listing/author/james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/06/21/ai-and-machine-learning-for-it?ht=james%20stanger
https://certification.comptia.org/it-career-news/post/view/2019/06/17/what-is-the-difference-between-it-security-and-cybersecurity
https://www.youtube.com/watch?v=F_eDGejlRg4
https://www.admin-magazine.com/Archive/2019/53/Credential-harvesting-at-the-network-interstice
https://www.comptia.org/blog/threat-modeling-and-cyber-threat-intelligence
https://www.comptia.org/blog/fuzzing
https://www.comptia.org/blog/threat-intelligence-feeds
https://www.comptia.org/blog/the-elastic-stack-free-tools-for-cybersecurity-threat-visualization
https://www.comptia.org/blog/moving-to-the-cloud
https://www.comptia.org/blog/5-foundational-cybersecurity-principles
https://www.comptia.org/blog/three-parts-of-cybersecurity
https://www.comptia.org/blog/no-sleep-til-sits-lessons-learned-at-the-london-service-desk-show
https://www.comptia.org/blog/what-is-cross-layered-detection-and-response-xdr
https://www.comptia.org/blog/'we're-all-in-this-together'-community-collaboration-are-key-to-cyber-success
https://www.scmagazine.com/perspectives/how-old-guard-cowboy-it-caused-the-solarwinds-supply-chain-compromise/

