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Section A: Introduction

Security Fundamentals
Microsoft Certification Paths
Knowledge Domains
Taking the Exam

Exam Prep Tips

Section B: Security Principles

Windows Server Editions
AAA

Least Privilege

Attack Surface
Defense-in-Depth

Section C: Threats and Risks

Threats and Risks Defined
Personal Risk Assessment
Internal Threats

External Threats

Types of Attackers
Common Attack Methods
Social Engineering

Attack Phases
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Weak Authentication

Examples of Weak Authentication
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RADIUS Servers

User Directories

Section E: Windows/PKI Authentication

Windows Authentication Methods
Kerberos Authentication

Public Key Cryptography
Certificates

Public Key Infrastructure

Section F: Password Policies

Password Policy Options
Password Hashes
Account Lockout Policies
runas Option



Resetting the User Password

Section G: User/Group Management

Creating New User Accounts
New User Password
Settings/Considerations
Managing User Account Security
Creating New Groups

Managing Group Memberships
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File System Permissions
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Cryptography
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e Windows Encrypting File System

e EFS Benefits
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e  BitLocker Drive Encryption
Session 3

Section A: Network Perimeter Security

Firewalls

Network Firewalls
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Network Isolation
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e Network Access Protection



NAP Requirements
NAP Implementation Methods
NAP Architecture
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Network Protocols
Network Scanning
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Section E: Wireless Network Security

Wi-Fi Vulnerabilities
Wi-Fi Security
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User Account Control Settings
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Run Users as Administrators
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